Australian
Institute of
Company
Directors

CYBER SECURITY
COOPERATIVE
RESEARCH
CENTRE

MEDIA RELEASE
Monday, 25 November 2024

Cyber Security Governance Principles refreshed to capture evolving risk environment

Digital supply chain risk, data governance and regulatory and legislative shifts are some of
the key updates captured in the refreshed Cyber Security Governance Principles.

Since their release in October 2022, the Principles, produced by the Australian Institute of
Company Directors (AICD) and the Cyber Security Cooperative Research Centre (CSCRC),
have become the leading source of cyber security governance guidance for Australian
boards.

Given the scale and speed of changes in the cyber security landscape, the updated Principles
reflect the evolving cyber threat landscape and best practice cyber resilience strategies.
New case studies by former Telstra CEO Andy Penn and Ventia Services Group Chair David
Moffat are included as well as a foreword by the Federal Government’s Special Envoy for
Cyber Security and Digital Resilience, Dr Andrew Charlton.

AICD Managing Director and CEO Mark Rigotti said the Principles have become the leading
best-practice guidance for Australian directors when it comes to overseeing and managing
cyber risks across organisations, large and small.

“Over recent years, global conflicts and the evolution of cybercrime have seen new threats
emerge, and Australian boards are consistently placing cyber at the top of their agendas.”

Rachael Falk, CSCRC CEO, said cyber security was of increasing importance and complexity
for Australian organisations.

“Establishing good governance practices for cyber security, including understanding the
strength of existing risk controls, who are our key digital suppliers, and keeping abreast of
new and emerging threats and risks is vital for directors,” Ms Falk said.

“These Principles will help Australian directors build a strong understanding of what ‘good’
looks like in relation to cyber governance and help keep Australian organisations and the
community safer in our digital world.”

The release of the updated Principles is timely, given the expected passage of the Federal
Government’s Cyber Security Bill this week.


https://www.aicd.com.au/risk-management/framework/cyber-security/cyber-security-governance-principles.html
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About the AICD

The AICD is committed to strengthening society through world-class governance. We aim to
be the independent and trusted voice of governance, building the capability of a community
of leaders for the benefit of society. Our membership of more than 53,000 includes directors
and senior leaders from business, government and the not-for-profit sectors.

About the CSCRC

The CSCRC is dedicated to fostering the next generation of Australian cyber security talent,
developing innovative projects to strengthen our nation’s cyber security capabilities. We
build effective collaborations between industry, government and researchers, creating real-
world solutions for pressing cyber-related problems.



